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Still Hsu

- Security researcher

Reverse engineering / websec /
forensics

Windows-focused

- Developer

NET / PowerShell (Core)
Discord.NET docs maintainer

Node.JS

- English major @ NPTU
Native English speaker
2020 graduate
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CPU: Intel Core i7-4790K

TEMP LOAD
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GPU: NVIDIA GeForce GTX 1070
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4 Progress Telerik Fiddler Web Debugger - x
File Edit Rules Tools View Help
WinConfig (=) 44 Replay - b Go || Stream [ Decode || Keep: Al sessions ~ 3 Any Process @4 Find [l Save | i) () @ Browse - <J Clear Cache T TextWizard | [& Tearoff | MSDN Search.. @ & Online X
# Res... Result Protocol Host  URL Body Content-Type  Process Comments GetStarted () Statistics | . Inspectors £ AutoResponder # Composer 3] Fiddler Orchestra Beta ) FiddierSaript ] Log  [] Fiters ™= Timeline:
528 0K 200 HTTP example.com | 1,25 ma.. texthimic.. k23212 [Heagers; | Textview | Syntaxview | WebForms | Hexview | Auth | Cookies | Raw | JsoN | xm |
529 0K 00 HTTP example.com 1,256 text/himi; c.., [T [Raw] [Header Definitions]
530 0K 200 HITP example.com | 1,25 tExt/tm; POST / HTTP/1.1
531 OK W00 HTTP example.com | 1,25 et/ Feaent
32 0K W0 HITP example.com | 1,256 texthtmi; c... Accept: =/
533 OK W0 HITP example.com | 1,256 text/htmi; < User-Agent: curlf7.55.1
b3t 0K 200 HTTP example.com  f 1,25 text/htm; c. Entity
535 oK 00  HTTP example.com  f 1,25 text/html; c. Content-Length: 16
535 O 200 HTTP example.com | 1,256 text/html; c. Content-Type: application/x-www-form-urlencoded
537 oK 200 HITP example.com | 1,25 et/ ... Transport
38 OK 200 HITP example.com | 1,25 text/himl; Connection: Keep-Alive
38 0K 200 HITP example.com | 1,25 text/himl; Host: example.com
h40 0K W0 HITP example.com | 1,256 et/ ...
41 OK W0 HITP example.com | 1,25 ma.. texthim;c...
ba 0K 200 HTTP example.com  f 1,25 ma.. texthim;c,
543 oK 00  HTTP example.com  f 1,25 ma.. texthiml;c.
a4 oK 00  HTTP example.com  f 1,25 ma.. texthiml;c.
545 OK 200 HITP example.com | 1,25 ma.. text/him;c.
4 OK 200 HITP example.com | 1,25 ma.. text/him;c..,
Transformer | | Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching | Cookies | Raw | JSON | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 0K
Cache

Cache-Control: max-age=604500

Date: Fri, 20 Mar 2020 18:27:30 GMT

Expires: Fri, 27 Mar 2020 18:27:30 GMT
Entity

Content-Length: 1256

Content-Type: text/htm; charset=UTF-8

Etag: "3147526947"

Last-Mocified: Thu, 17 Oct 2019 07: 18:26 GMT
Miscellaneous

AcceptRanges: bytes

Server: EOS (vny/0453)

AllProcesses 1/19  http:/fexample.com/
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© Progress Telerik Fiddler Web Debugger
File Edit FRules Tools View Help
B8 WinConfig ':J +4 Replay - B Go |‘ Stream Fifﬁ Decode || Keep: All sessions - @}Any Process &3 Find [&] Save E@, @ E Browse - @Cleari

# Res... FResult Protocol Host URL Body Ca... Content-Type Process Comments

[B28 oK 200 HTTF example.com 1,256 ma... texthtml;c... curl:23212
Iﬁb 29 oK 200 HTTP example.com 1,256 ma... texthtml;c...
Iﬁ’; 30 oK 200 HTTF example.com 1,256 ma... textfhiml;c
Iﬁ’,a 31 oK 200 HTTF example.com [ 1,256 ma... texthiml;c
Iib 32 oK 200 HTTF example.com [ 1,256 ma... textfhiml; c
Iﬁb 33 oK 200 HTTP example.com [ 1,256 ma... textfhiml; c
(B34 oK 200 HTTP example.com 1,256 ma... texthtml;c
IEB 35 oK 200 HTTF example.com [ 1,258 ma... textfhiml;c
IE':a 35 oK 200 HTTF example.com [ 1,256 ma... textfhiml;c
Iib 37 oK 200 HTTF example.com [ 1,256 ma... textfhitml;c...
Ifzg 38 QK 200 HTTP example.com [ 1,256 ma... textfhiml; c
[B39 oK 200 HTTP example.com 1,256 ma... texthtml;c
@4{! oK 200 HTTF example.com 1,258 ma... textfhiml;c
@541 oK 200 HTTF example.com [ 1,256 ma... textfhiml; c
@42 oK 200 HTTF example.com [ 1,256 ma... textfhiml; c
@43 oK 200 HTTF example.com [ 1,256 ma... textfhiml; c
[Ba4 oK 200 HTTP example.com 1,256 ma... texthtml;c...
@45 oK 200 HTTF example.com 1,258 ma... textfhitml;c...
IE’HE oK 200 HTTF example.com 1,256 ma... textfhitml;c...



Fiddler

Get Started @ Statistics mlnspechors 4 AutoResponder [# Composer Fiddler Orchestra Beta %Fiddlersmpt [El Log [ Filters = Timeline
Textview | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | JSON | KML |

[Raw] [Header Definitions]
POST / HTTP/1.1
Client

Accept: *f*

User-Agent: curl/7.55.1
Entity

Content-Length: 16

Content-Type: application/x-www-form-urlencoded
Transport

Connection: Keep-Alive
Host: example.com

Transformer | | Headers | TextView | SyntaxView
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK

Cache

ImageView Hex\View WebView | Auth

| Caching | Cookies | Raw | 35ON | xML |

Cache-Control: max-age=604800

Date: Fri, 20 Mar 2020 18:27:30 GMT
Expires: Fri, 27 Mar 2020 18:27:30 GMT
Entity

Content-Length: 1256

Content-Type: text/html; charset=UTF-8
Etag: "3147526947"

Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT
Miscellaneous

Accept-Ranges: bytes

Server: EQS (vny/0453)

miade with <3 by Still Hsu
Do not redistribute for commercial use
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» Debug proxy
* Intercept traffic
* Decrypt HTTPS (CA Root)
« MITM-attack analysis
o Stress-test (send multiple requests)
 Scriptable

« Windows-only (for now)
 Fiddler Everywhere (Beta) for Mac/Linux

e Free

« Unlike Burp which loves to put things under
paywall
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0 Progress Telerik Fiddler Web Debugger

File Edit

Rules

Tools

View Help

FrE CAM EHRYE

WinConfig (=) 44 Replay - b Go || Stream [ Decode || Keep: Al sessions = 33 Any Process @3 Find

El1

Res...

oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK
oK

un..

oK

un...
un...

oK
oK
oK
oK
oK
oK
oK
oK
oK
oK

Result  Protocol
200 HTTPS
200 HTTPS
200 HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200  HTTPS
200 HTTPS
200  HTTPS
200 HTTPS
401 HTTPS
200 HTTPS
401 HTTPS
401 HTTPS
200 HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200 HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
401 HTTPS
401 HTTPS
401 HTTPS
200 HTTPS
200 HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
200 HTTPS
400 HTTPS
400 HTTPS
400 HTTPS
200 HTTPS
200  HTTPS
200  HTTPS
200  HTTPS
400 HTTPS
200 HTTPS
400 HTTPS

All Processes

Host
www.fiddler 2. com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com
apin.nzxt.com

URL Body Ca.
JUpdateCheck.aspx7is. 880 pri..
frifauth 310
frifauth 310
frifauth 310
Iifauth 320 no-
Iifauth 310
Feijauth 310
Pifauth 310
Pifauth 310
frifauth 310
frifauth 310
friblob/download 0
fv1jbleb/download 623
Iviblob/download 0
e1jblob/download 1,429
fr1/blob/downioad 0
1 blob download 57
fo1/blob/downioad 0
vt blob/download 57
vt blob/download 57
fr1blob/download 0
Ir1blobflist
foijbicb/upload
fw1/blob/fupload
fr1jcheckappversion
fr1jcheckappversion
fr1jcheckappversion
fr1jcheckappversion
fvi/sites/1fpromos
fv1fsites/1jpromos
Ieiftablefinsert
Ieiftablefinsert
eijtablefinsert

ble finsert 57

blejquery 57
v ftable/query 57
fri/tablejquery 37,591
fri/tablejquery 22,797
fr1ftablejquery 179
rijtable/query 36,464
Friftable/query 2
fo1/ablefquery 2
Jviftablejquery 865
foijtablefquery 864
fvi/tablefquery 865
foi/tablejquery 1,262,430
fo1/tablejquery 325
rijtable/query 2
rijtable/query
fvLftable/auery 603
fo1/ablefquery
Jviftablejquery 164

Content-Type
text/plain; .
appiication...
appiication...
appiication.
applicationy...
applicationy...
application/.
application/...
application/...
appiication...
appiication/.
tExt/him; c.
appication/zip
text/him; ...
application/zip
text/html; c.
application..
text/him; c.
appiication...
appiication/
tExt/him; c.
applicationy...
application/.
application/...
application/...
application/...
application/...
appiication...
appiication...
appiication...
applicationy...
applicationy...
application...

appiication...
appiication...
applicationy...
application/...
application/...
applicationy..
application/...
appiication
appiication.
appiication...
application/.
application/.
application...
application/...
applicationy..

Process

cam. desktop: 19640
cam.desktop: 5024
cam.desktop: 19640
cam. desktop: 19640
cam. desktop: 19640
cam. desktop: 22364
cam.desktop: 21340
cam.desktop: 9536
cam.desktop: 21056
cam. desktop: 21953
cam.desklop: 19640
cam.desktop: 19640
cam. desktop: 19640
cam.desktop: 19640
cam.desktop: 19540
cam.desktop: 19540
cam. desktop: 19640
cam. desklop: 19640
cam. desklop: 19640
cam.desktop: 19540
cam. desktop: 19640
cam. desktop: 19640
cam.desktop: 19640
cam.desktop: 19540
cam.desktop: 19540
cam. desktop: 19640
cam. desktop: 19640
vivaldi:18324
vivaldi: 19824

cam. desktop: 19640
cam. desktop: 19640
cam. desktop: 19640
cam.desktop: 19540
cam.desktop: 1964C
cam. desktop: 19640
cam. desktop: 19640
cam. desktop: 19640
cam.desktop: 19640
cam. desktop: 19640
cam.desktop: 19640
fiddler: 7888

fiddler: 7888

fiddler: 7383

fiddler: 7858

fiddler: 7858
cam.desktop: 19540
cam. desktop: 19640
cam. desktop: 19640
fiddler: 7888

fiddler: 7888

fiddler: 7888

Comments @

[#9]
[#47)

102 Loaded 101 Sessions from C:\Users\341461AppDataLocal \Temp\720C8315F 33\N2XT-2019-06-26.5a2.

GetStarted () statistics L, Inspectors  # AutoResponder (# Composer (8] Fiddier Orchestra Beta U FidderScipt  [=] Log

b3

Save |08 () @ Browse - Clear Cache T TextWizard |[& Tearoff | MSDN Search.. (@

Fiters "= Timeline

Progress' Telerik' Fiddler

[E Documentation
&l Blogs

I8 videos

R Let's Builda Sales Dashboard wiith React
T Clear List R 15 Must-Have Vue Directives That Will Significantly Maximize Y.
C:\Users\34146\AppData\Local\Temp\7z008F0FADD\NZXT-2019-06-26.532 S The Hands-On Guide to Learning React Hooks

D:\NZXT-2015-06-26.522 {b

K:\NewPlatform.saz

C:\Users\34146\Documents\tobeanalyzed.szz

Cr\Users) \Do Fi
- Building Ul for business apps
t is hard work, even with React. Make it easy
with our native Ul & data visualization
%  componentlibrary

how on startup
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SNFEK

Transformer Headers Textview SyntaxView ImageView HexView Web\iew | Auth | Caching Cookies ||Raw | JSON | ¥ML |

HTTP/1.1 200 OK
Access-Control-Allow-Methods: GET, POST, PUT, OPTIONS
Access-Control-Allow-Origin: =

Cache-Control: no-store, no-cache, must-revalidate
Content-Type: application/json; charset=UTF-8

Date: Tue, 25 Jun 2019 17:17:12 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

Server: nginx

set-Cookie: PHPSESSID=1a71db985f37a377929a7271502965892; path=/
Content-Length: 320

Connection: keep-aliwve




FrEENZERYEX

IHeaders | Textview | SyntaxView | WebForms | HexView | Auth | Cookies | Raw
Reqguest Headers [Raw] [Header Definitions]
POST /vlAablednset HTTPA1.1
Entity
Content-Length: 2621

Content-Type: applicationx-www-form-urlencoded
Security
Authorization: eyJ0

| ason | o |

Transport
Expect: 100-continue
Host: apin.nzxt.com
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Headers | Textview | SyntaxView ‘ WebForms ‘ HexView | Auth

JUH

| Cookies | Raw | Json | xML

| sy

g

) S

hS

Name Value

Name Value
CAM_GPU_DB_USER

table nvidiagpus

filter

Transformer | Headers | Textiiew | SyntaxView | ImageView

HexView

Webiiew | Auth | Caching

Cookies | Raw

[Tson | xm

[=-J50N
=0
BoostClock= 1475
+-Dig=116 mm
etag=W "datetime'20 13-04-24T07%3A24 %3428, 04796632
- GPU=GF117
GPUClock=738
- MemoryBus =64
MemorySize=1024
- PartitionKey=1043
Process=28m
-RAM=GDDR5
ROP=8
- RowKey=GeForce 800M
SubSystem=1381
- TDP=15
Timestamp=2018-04-24T07:24: 28.047966 +00:00
- TMU=8

- BoostClock=1476
Die=116 mm

-~ etag =W "datetime'20 18-04-24T07%3A50%3A38, 0290152
GPU=GF117

-~ GPUClock=738




FEInELEIEE K

Headers | TextView Syntax\iew ||wEbFnrms | HexView | Auth | Cookies | Raw | JSON | XML |

Mame Value

Value
CAM_GPU_DB_USER
table nvidiagpus

stor

[s1]

ge

Made with <3 by Still Hsu
Do not redistribute for commercial use
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Transformer

Headers | TextView Syntaxiiew Imageiew HexWiew WebView Auth

= J50N
=R

- BoostClock=1476

- Die=116 mm

- etag =W "datetime'2018-04-24T 0734 24%:3A23. 04796632
- GPU=GF117

- GPUClock=738

- MemaryBus =64

- MemorySize=1024

- Partiionkey=1043

- Process =28m

- RAM=GDDRS

- ROP=8

- RowKey=GeForce 300M

- SubSystem=1331

- TOP=15

- Timestamp=2015-04-24T07: 24: 258, 0479656 +00:00

- BoostClodk=1478

- Die=116 mm

- etag =W "datetime'2018-04-24T07%3A50%3A38.0290152"™
- GPU=GF117

- GPUClock=738



R

Headers | Textview | SyntaxView | I WebForms | HexView | Auth | Cookies ‘ Raw | JSON ‘ XML
MName Value
MName Value
CAM_USER_TRACK
table OffineProfile
filter Partitionkey eq '3463188255' and Rowkey eq 'LATEST_DATA'

Transformer | Headers | TextView | SyntaxView | ImageView | HexView | Webliew | Auth | Caching | Cookies | Raw

=~ 150N
=0
- CAM_Version=3.7.7
-+ CPU=AMD Ryzen 5 2600X
CurrentRegion=United Kingdom
- GRIDPLUS_V1=0
-+ GRIDPLUS_V2=0
GRIDPLUS V3=
... GRIDPLUS_V3_FW_Version=N/A
- HDOD'=Disque virtuel Microsoft,ST32000542A8,5T2000DM001-9YN 164, 5amsung SSD 850 PRO 1TB
HUE_PLUS=0
..HUE_PLUS_FW_Version=N/A
-+ HUEPLUS_AMBIENT =0
HUEPLUS_AMBIENT _FW_Version=N/A
- HUEPLUS _V2=0
- HUEPLUS_V2_FWi_Version=N/A
KRAKEN=0
... KRAKEN_M22=0
- KRAKENM22_FW_Version=N/A
KRAKENX=0
- KRAKENX_FW _Wersion=N/A
- Language=English {United Kingdom)
LUMI_H7=0
... LUMIH7_FW_Version=N/A




FEInELEHEE K

Headers | TextView | SyntaxView ||WEbForms | HexView | Auth | Cookies | Raw | JSON | XML |

Mame Value

CAM_USER_TRACK
table OffiineProfile
filter Partitonkey eq '3463188255' and RowkKey eq 'LATEST_DATA'
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Transformer Headers | TextView Syntax\View ImageView HexView WebView Auth Caching Cook

= J50N

=N
- CAM_Version=3.7.7

- CPU=AMD Ryzen 5 2600%

- CurrentRegion=United Kingdom

- GRIDPLUS_W1=0

- GRIDPLUS_V2=0

- GRIDPLUS_W3=0

- GRIDPLUS_V3_FW_Version=H,A

- HDD=Disgue virtuel Microsoft, ST32000542A5, 5T 20000M001-9YM 164, Samsung 550 850 PRO 1TB

- HUE_PLUS=0

- HUE_PLUS_FW _Version=M/A

- HUEPLUS_AMEBIEMT =0

- HUEPLUS_AMBIENT FW _Version=N/A

- HUEPLUS_V2=0

- HUEPLUS_¥2_FW_Version=N/a

- KRAKEN =0

- KRAKEM_M22=0

- KRAKENM22_FW/_Version=N/A&

- KRAKEMNX =0

- KRAKENX_FW _Version=M/a

- Language =English (United Kingdom)

- LUMI_H7=0

- LUMIH7_FW_Version=N/A
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Transformer Headers | TextView Syntax\View ImageView HexView WebView Auth Caching Cook

= J50N

=N
- CAM_Version=3.7.7

- CPU=AMD Ryzen 5 2600%

- CurrentRegion=United Kingdom

- GRIDPLUS_W1=0

- GRIDPLUS_V2=0

- GRIDPLUS_W3=0

- GRIDPLUS_V3_FW_Version=H,A

- HDD=Disgue virtuel Microsoft, ST32000542A5, 5T 20000M001-9YM 164, Samsung 550 850 PRO 1TB

- HUE_PLUS=0

- HUE_PLUS_FW _Version=M/A

- HUEPLUS_AMEBIEMT =0

- HUEPLUS_AMBIENT FW _Version=N/A

- HUEPLUS_V2=0

- HUEPLUS_¥2_FW_Version=N/a

- KRAKEN =0

- KRAKEM_M22=0

- KRAKENM22_FW/_Version=N/A&

- KRAKEMNX =0

- KRAKENX_FW _Version=M/a

- Language =English (United Kingdom)

- LUMI_H7=0

- LUMIH7_FW_Version=N/A
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Headers | TextView SyntaxWiew ||WebFurms | HexView | Auth | Cookies | Raw | J50M | XML

Mame Value

CAM_USER_TRACK
table OfflineProfile
fimr o o o e o e e s s o sePErRHDNHEY oG TS 295k A oyrEy el ATEST BATAS
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alllk

I —TEAR

am
df
\
/

MName Value
CAM_TRACKER _USER.
table OffineUserProfile
Transformer Headers |EText\-'iew§| SyntaxView | ImageView | HexView WebView | Auth | Caching | Cookies | Raw | JS0M ‘ XML |

["MotherBoard":"ASUS STRIX Z270H GAMING"."RowKey":"1438-11-19 10:22.46" "GridV1"."0"."GridV2"."0" " HostName". "DESKTOP-5 17UBKS"."Cpu"": "Intel Core i5-7600K"."Hdd"."WDC
WD10EZEX-DBWMN4AAD","Language™:" Arabic (Saudi Arabia)”,"Gpu™:"NVIDIA GeForce GTX 107 onitorList™:"[v"Generic PnP Monitory"]","stag":" W\ "datetime 201 7-08-11TO7%3A22%
3A47 360437277\, "0" "Kraken":"1" "OsVersion" " ??Microsoft Windows 10 Pro”"LumiH7"-"0" ."Timestamp""2017-08-11T07:22:47 360437+00:00","CamVersion" " Version
3.3.5","Hue":"0"," Audiolnput List """ Speakers (Wircless Stereo Headset)\",\"Realtek Digital Output (Reattek High Defintion Audicfy" \"ZOWIE XL LCD-8 (NVIDIA High Definition
Audio)t']", "Ka)rbuardhst" "D"USB Input Device\"]"."PartitionKey":"guest @nzxt com","KrakenX":"0", "Ham" "Corsair, DDR4.8,2 Corsair, 8", "MiceAndPointingList":"[\"USB Input Device']"}.{"MotherBoard":"MS|
7918)","Rowkey":"1438-11-19 11:08:30","Grid¥V1":" 0", "Grid V2":"0","H :
1000528A5 WDC WD10EADS-B5L581 NVMe Samsung 55D 960
i i ag" "W "datetime™2017-08-11T08%3A05%3A29 204332427 aken”: i "Microsoft Windows 10
"0","Timestamp":"2017-08-11T08:05:29.204332+00:00","CamVersion":"Version 3.3.5","Hue":"0"," Audiolnput List": "[\"Speakers (Logitech G933 Gaming Headset)\" 1" Digital Audio (S'W/PDIF)
{ngh Defintion Audio Device}\", \"U23D5904 (NVIDIA High Definition Audio)}s"T", HID Keyboard Device™" \"HID Keyboard Device™",\"USB Input Device
\'T","PartitionKey":"guest@nzxt .com”,"Kraken X":" "HID-compliant mouse""]"},{" MatherBoard":"ASUS H170-PLUS
Key":"1438-11-19 11 53:43" "GridV1" ,"Cou":"Intel Core i5-7400" "Had""WDC WD10EARX-DONDYBO", "Language":"English (United
Kingdom)","Gpu":"NVIDIA GeForce GTX 560 i v Generic PP Monitor T, "etag" "W\Adatetime’2017-08-11T08%3A53%.3A54 211494577 "Aer"-"0" "Kraken":"0" "OsVersion" " Microsoft
‘Windows 10 Pro™."LumiH7":"0" " Timestamp":"2017-08-11708:53:54.211454+00:00"."CamVersion":"Version 3.3.5""Hue":"0"." Audiolnput List":"Tv"SAMS UNG-14 {NVIDI.F\ High Deﬁnmcn Audio)i" \"Realtek
Digital Ol.rtpl.rt {Realtek High Definition Audio)\"\" kers (Realtek High Definition Audio)’."]","KeyboardList":"[+"Ra: Naga\" A"USB Input Device" \"HID oard Device", \"HID Keyboard Device
W'T"."PartitionKey" st@nzxt .com” "Kraken)(" Ram":"Kingston, DDR3.4.2 Kingston,. 4", ”M\ceMdF‘mntlnghst whey":"1438-11-19
12:45:51","GdV1 GridV2":"0","HostName""DESKTOP-3R4QEQD", "Cpu™:" i Language":"Arabic (Saudi Arabia)”,"Gpu":"NVIDIA GeForce GTX
1050 Ti"."MonitorList":"[\"Generic PnP Monitor"]" "etag":"W'"\"datetime ZDT?-DE—HTDS"MM 246091927 "Per": Kraken":"0","OsVersion":"Microsoft Windows 10
Pro™,"LumiH7":"0"," Timestamp":"2017-08-11T09:45:56. 246091+00:00","CamVersion™":"Version 3.3.5","Hus":" dlolnputl.lst" 'T\"AM-i (NVIDIA High Definttion Audio)\",\"Realtek Digital Output (Reattek
High Definition Audio)"]","KeyboardList":"[x"USB Input DeviceX']", ionKey":"guest @naxt com”,"KrakenX’ Ram":"Crucial Technology DDR4 4,2 Crucial Technology..4","MiceAndPointingList":"[+"LISB
Input Device\"]"}.{"MatherBoard":"MS1 Z170A GAMING M7 (MS-7976)","RowKey"" 1438-11-19 14:16:13","GrdV/1":"0","GridV2":"0","HostName""XDHMAS","Cpu":"Intel Core i7-6700K","Hdd":" Samsung
55D 850 PRO 256GB. TOSHIBA MQO1ABDO75","Language" " Arabic (Saudi Arabia)","Gpu""NVIDIA GeForce GTX 1080","MonitorList"-"[\"ZOWIE XL LCD (DisplayPort)\']","etag" "W/
\"'datetime’2017-08-11T11%3A16%3A14 52635382 "Aer" 0", "Kraken ™" 1", "OsVersion":" ??Microsoft Windows 10 Pro”,"LumiH7":"0" " Timestamp":"2017-08-11711:16:14.526353+
00:00","CamVersion":"Version 3.3.5" "Hue""0" "AudiolnputList":"[\"Realtek HD Audio 2nd ol (Realtek High Definition Audio)\" \"Realtek Digital Output (Realtek High Definition Audio)",\"Speakers (2-
Logitech G35 Headset)\" \"BenQ XL2430T-8 (NVIDIA High Definttion Audio]y KeyboardList "HID Keyboard DeviceX",\"USB Input Device" v"HID Keyboard Device" \"USB Input Device\" \"HID
Keyboard Device'']","PartitionKey" :"guest@nzxt com”,"KrakenX":"0","Ram":",DDR4,8,2","Mice And PointingList™:"[\"HID pliant mouse." \"HID- pliant mouse*” SB Input Device",\"HID-compliant
"HID-compliant mouse''T"}.{" MotherBoard":"Gigabyte Z170X-UDSCF","RowKey":"1438-11-19 14:46: ridV1":" 0", "Grd V2" ostName":"DESKTOP-
u":"Intel Core i7-6700K","Hdd":"SanDisk Ulkra |l 960GE,WDC WD10EZRZ-00HTKBO,5anDisk SDS5DHIN20G","Language":"English (United Kingdom)","Gpu™:"NVIDIA GeForce GTX
"Generic PnP Monitor''T","etag": "W\ "datetime"2017-08-11T11%3A46%3A21. 16235927, "Aer":"2" " Kraken":"0","OsVersion":"Microsoft Windows 10

"."Gpu""NVIDIA GeForce GTX

mouse",%"HID-compliart mouse'."
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WELCOME, STILL

ACCOUNT INFORMATION

ORDER HISTORY

CREATE A TICKET

TICKETS

RETURN MANAGEMENT

Region

North America

Subject*

Description*

Department

General Support -

Product*

Attachment
Choose a file:

SUBMIT



) R1EBER 2019/06/26

Still

Hello,

I'm writing to inform the dev team that there may be a
potential database leak from the NZXT API query. |
noticed that CAM was sending APl requests to
apin.nzxt.com, and | was able to send a request using the
guest token to query tables such as user data collection
consent status, which contained unique user information
such as the user's email and Windows identifier.

While | only tested the UserConsents table, shouldn't the
database be locked behind a more secure
authentication?

e 2019-06-26_01-34-12-(Fiddler).png (190 KB)
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Dominic Fragoso

Hey there,

Thank you very much for bringing this to our attention. We
really appreciate it.

We have sent this info over to our engineers so they can
look into it.

Dominic Fragoso

CAM by NZXT

camwebapp.com



bRX 06/27/2019

Dominic Fragoso

Hey there,

Again, thank you for the info on this.
The engineers/dev team have located the issue and are
working on this.

Look out for an email from them saying thank you for all
of this.

Please feel free to contact us at any time and have a good
one, take care!

Dominic Fragoso

CAM by NZXT

camwebapp.com
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NZXT - Database Security Breach = inbox
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Thu, Jul 11,2019, 12:00 PM



2IMIEE

NZXT Rep Jul 11, 2019, 12:00 PM

Hi, just wanted to say thanks for pointing out
the security issue and | would like to reward

you with some bounty money or NZXT part let
me know how to reach you

Thanks
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https://www.nzxt.com/security

OMPONENTS v AUDIO v PC MONITORING BLOG CONTACT v

YOU"VE BEEN 484°D

The pPagse You are l|looking for does not exist. TrY asain.

Or.




Vulnerability Disclosure Policy
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=97 m)alaVDP Guideline

https://www.mozilla.org/en-US/security/

moz:”a Firefox Projects Developers About GetaF

Mozilla Security

Mozilla Security

Whether you're using the Web or checking your email, you care about your security and privacy.
At Mozilla we understand the importance of security. Here you will find alerts and

Advisories

Known Vulnerabilities

Mozilla Security Blog announcements on security and privacy issues, general tips for surfing the Web and using email
more securely, more information about how we maintain and enhance the security of our

Security Bug Bounty products, and useful links for developers.

Client Bug Bounty Mozilla Security Advisories Known vulnerabilities
Frequently Asked Questions for all products listed by product
Hall of Fame . .
Security Bug Bounty Program The Mozilla Blog
Web Bug Bounty Mozilla's Security Bug Bounty Program for announces all of our releases
Eligible Websites security issues
Frequently Asked Questions The Mozilla Security Blog
Hall of Fame features security-related articles about

Mozilla products.
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St| ll HSU Jul 11, 2019, 1.56 PM

Hi,

Good to hear that the vuln has been fixed! | actually was not
expecting to be rewarded for that. However, I'm actually from
Talwan so I'm not too sure how this would work out. Regardless,
here is some of my contact information.

Name: Still Hsu

PayPal: [REDACTED]

Tel. +886-[REDACTEDI

Add: [REDACTEDI, Taiwan (R.O.C))



A RERE?

NZXT Rep Jul 17, 2019, 12:09 PM
HI Still,

I'll talk to our Talwan team to check how can we
proceed

Thanks :)

Stl U HSU Wed, Jul 17, 2019, 1.32 PM
No problem. Thanks!
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Hi Still, I'lL let you know when | have
update on this

Thanks

NZXT
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St| U. HSU Sep 7, 2019, 4.40 AM

Hey there,

Has there been any update on the TW branch? Just
checkingin since it's been a while.

Thanks!




Hi Still, let me check if not I'll handle it next week
Sorry for the delay

Hi Still, can you receive money from paypal or
something similar or do you prefer some NZXT Parts?

NZXT




St| U. HSU Wed, Sep 11, 2019, 1:.00 AM

| can via PayPal, [REDACTEDI, same as
this email.

Thanks!

g




Hi Still , I'll be sending US $250.00
next week , hope that helps ;)

NZXT




Stll[ HSU Fri, Sep 13, 2019, 9:25 PM

Awesome! Appreciate it! By the way, just
curious, do you guys plan on disclosing a bug
bounty program? | walked into this not
expecting a bounty since | didn't find any page
like that on your company's website.

Thanks again!

S



Hi Still, as of this moment we do not, we
do plan on talking about this for our plan
for 2020. But right now we dont ;)

NZXT
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Hi Still, still walting for this to be
orocess, will keep you posted
should be done this week . Sorry for

NZXT
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Stll.l. HSU Sun, Sep 29, 2019, 10.50 AM

HI,

Thanks for the update, but it's been almost
another week. Could | get another status

update on what's going on? It is getting a little
bit unbearable at this point.

g



Hi Still, really sorry you haven't gotten
the payment. I'll handle it ASAP. I'll add

another 50 for the delay.

I'll send you the money personally this
week

Thanks and truly sorry again

NZXT




Still Hsu Sep 29, 2019, 11.07 AM
Hi,

Thanks for the quick response. While it's not
‘that™ big of a deal for me, | would certainly
love to get the transaction done as soon as
possible. I'm sure it's not straightforward on
your side either, so | appreciate the responses.

Thanks.

g



No pro | understand. I'll get this
resolved ASAP for you

Again sorry for the delays

NZXT







Still Hsu Sat, Oct 5, 2019, 2:54 AM

Requesting another status update.
May | ask what the trouble is? Is it
PayPal or..?

Thanks




Nop, you will get your payment
today ;)

All Is on time

NZXT




Elimiiis

I s<nt you

NTS$8,836 TWD.

Transaction Details

Transaction 1D: (D October 5, 2018
Payment amount received NTS8,836 TWD
Fee NT5399 TWD

Total NTS$8,437 TWD
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Still Hsu Sat, Oct 5, 2019, 6:58 PM

Received about $285, was the fee deducted by
PayPal? If so, then that's correct, thanks.

St| “. HSU Sat, Oct 5, 2019, 10:51 PM

Actually, no, upon further inspection, PayPal deducted
yet another 13 dollars, so I'm only receiving about

$272.
e
7



-_-, sorry for that reduction I'll later

send the rest
Thanks

NZXT
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HackerOne f&{EIN—(ERSFRE4RE

TIMELINE

submitted a report to Starbucks.

posted a comment.

HackerOne staff | closed the report and changed the status to © Not Applicable.

posted a comment.

reopened this report.

changed the status to ® Triaged.

updated the severity.

Starbucks rewarded with a $1,000 bounty.

Oct 13th (about 1 year ago)

Oct 14th (about 1 year ago)

Oct 15th (about 1 year ago)

Oct 15th (about 1 year ago)

Oct 16th (about 1 year ago)

Oct 16th (about 1 year ago)

Oct 16th (about 1 year ago)

Oct 16th (about 1 year ago)
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