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Learning from a backdoor attack: the takeaways of Operation ShadowHammer

InJanuary 2019, it was discovered that users of Asus Live Update, a preinstalled utility that delivers software updates to Asus computers,
were impacted by a backdoor attack. In March 2019, Motherboard reported on Operation ShadowHammer, a cyberattack that targeted
users of Asus Live Update, a preinstalled utility that delivered software updates to Asus computers.

More than 57,000 users installed the infected version of the utility on their machines, but it's estimated that the infected software had been
distributed to more than 1 million people.

What happened?

Operation ShadowHammer was a classic backdoor attack: It breached victims' networks and installed programs to enter and exit the
network at will. It's also an example of a supply chain attack, which targets the less secure elements of a company's supply chain network,
such as software vendors and third-party suppliers.

Tofacilitate the attack, hackers altered an old version of the Asus Live Update Utility software and distributed their modified versionto Asus
computers around the world. The software looked legitimate: It was signed with legitimate Asustek certificates, it was stored on official
servers,and it was even the same file size. Once planted, the backdoor program gave the attackers control of the target computers through
remote servers, letting them install additional malware.

Wired traces the attacks back to a Chinese hacker group known as Barium. Barium is known to deploy advanced persistent threat attacks,
which often remain undetected well after the initial infection.

(Stone, n.d.)
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LatAm banking threats: how regional actors
move global and how to fight it back

30 NOV 2021, 3:00PM (GMT+3) via Brighttalk

Q8@

BY DMITRY .OLEG . FABIO ASSOLINI

Over several years, Kaspersky researchers have witnessed how progressively financial malware families
originating from Latin America have expanded their operations outside the region. Those families renew their
toolsets and employ various new, innovative techniques, which have enabled them to reach globally. The attacks
scope is broad, covering PoS, ATMs, Android devices, and Windows-based machines. Subsequently. we see how
local LatAm cybercriminal groups target Financial Institutions in Europe, Asia, and North America today.

To discover more, join our webinar with Dmitry Bestuzhev, Head of Kaspersky's Latin America Global Research
and Analysis Team (GReAT). and Fabio Assolini. Senior Security Researcher with GReAT, for an analysis of the

Latin American banking malware landscape. They will be joined by colleague Oleg Gorobets, security evangelist

and Senior Product Marketing Manager at Kaspersky. to share:

1 The techniques and tactics most frequently used by cybercriminals.
2 The most widespread financially motivated malware families targeting financial institutions.

3 Insights on how to detect and contain such threats — and how Kaspersky's offering can help companies
prevail in this fight.

Have you got any questions? We will serve a Q&A session at the end

Bestuzhev et al., 2021
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[2022-03-22 16:55:32] INFO - Filename:
2012-06-19_17-40_00f0b5915d4a779ef66014d68a68cab7_SWINDIR%_system32_mfc80u.dll-
[2022-03-22 16:55:32] INFO - --- PE TS: 2009-06-13 21:27:25 +00:00 (UTC) (4664 days old)

[2022-03-22 16:55:32] INFO - --- PDB: g:\& ™ &FEH[\Tong\#=0{\17th_Backdoor\BsDl1l1-up\Release\BsD11.pdb

PA0PPEEEr R CHCEHE A BN SV D 00 T 0b5915d4a779ef66014d68a68cab7

[2022-03-22 16:55:32] INFO - --- SHA256:
05de48d91068ff709b45186917d2a749d845212333015f236ed8b46f755b5767
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:1001DA08 "[TRE:],0

2B GhOst £&8 -> DEREEE -> hENAN?

& TEAMTS




dversary Analysis =AM
15 L 2ghEh

Sh=
pPA /A

TE

i

DarkHotel

HurricanePanda KimDragon

"; 5 ’;
QIONGQI1

QiongQi




TS

154 209 I

ANCHGLOBAL-AS-AP

IP AR5/ -> &5 -> FE APT 184

&% TEAM



Wild Lewstv M

www.wildrush.co.kr

The Standard

View
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Copyright (c) 2014 Wildrush All Rights reserved.
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REPORT

The malicious website is hosting several additional samples. Subdomains

Legitimate Website: Flash.cn
are the following:

Domain Description
download flach.cn Contains the main executable
Adobe Flash Player mobiloflach.cn Contains basa64 oncoded Cobalt Strike Payload

info.flach.cn Unknown

update.flach.cn Used to register the compromised machines and contains Dotnet

payload version 2.0 and 4.0

forum.flach.cn Unknown

m.flach.cn Unknown

terminal flach.cn Unknown

The malicious application can be downloaded from “hxxp://update flach.
cn/downloads/flashplayer_install_cn.exe™.

We have noted that some of the samples have a connection to the domain

Malicious Website: Flach.cn “update.careerhuawei.net”, which provides further indication about the

targets.

9 TECHNICAL ANALYSIS OF OPERATION DIANXUN

Polaris/Mustang Panda —EZE& A Flash E#9&
(Roccia, T., Seret, T., Fokker J.,2021)
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CVE-2017-11882
; 8 Published: 15/11/2017 Updated: 16/03/2021
g CVSSvZ2 B Scor :

e: 9.3 | Impact Score: 10 | Exploitability Score: 8.6
CV55V3 CVSS v3 Base Score: 7.8 | Impact Score: 5.9 | Exploitability Score: 1.8
VMScore: 1000
Vector: AV:N/AC:M/Au:N/C:C/1:.C/AC
Subscribe to Office

)

Vulnerability Summary

Microsoft Office 2007 Service Pack 3, Microsoft Office 2010 Service Pack 2, Microsoft Office 2013 Service Pack 1, and Microsoft Office 2016

allow an malicious user to run arbitrary code in the context of the current user by failing to properly handle objects in memory, aka "Microsoft
Office Memory Corruption Vulnerability”. This CVE ID is unique from CVE-2017-11884.

E1E Donot 1B ER CVE-2017-11882
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:5EE fF Decoy document
Email
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:5EE ¥ Decoy document

H4Z (Targeted data)
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This document has been protected by LOCKHEED MARTIN IT Team.

To view or edit this document, Please click "Enable Content" button on the top yellow bar.

LOCKHEED MARTIN ﬁ

Lockheed Martin -> EBEP5/Rfin A
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This document has been protected by LOCKHEED MARTIN IT Team.

To view or edit this document, Please click "Enable Content" button on the top yellow bar.

LOCKHEED MARTIN ﬁ
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Targets
IN, TW, PH, TH, VN
Media, Education, Government, IT

Aliases
Tropic Trooper, Pirate Panda, APT23, KeyBoy

Description

GouShe first drew the world’s attention with the
name Keyboy in 2013, but it became more widely
known as Tropic trooperin 2015.

The group shows great interest in countries like
Taiwan, Vietnam, Philippines, and Australia.

GouShe’s actors have long been targeting
government and military units.



GuDiao

+ Targets
+ HK, MY, PH, VN
« Dissident, Military, Government

+ Description
+ Related to other Chinese APT groups

+ The group mainly aims at governments and
military units in Southeast Asia, such as Vietnam
and Malaysia.

+ Inrecent years, it has developed its own
malwares and adopted the RoyalRoad exploit,
whichis popularamong Chinese APT groups.
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Polaris & TEAM

Targets
JP, MN, MM, PH, TH, KR, VN

Dissident, Government, Media,
Telecommunications

Aliases
Mustang Panda, HoneyMyte

Description

The Polaris group has long been a threat to Asian
countries, using spear-phishing email to lure
their victims.

The group was found attacking government
departments, media, and journalism-related
industries. The group shares common features
with other APT groups.




HUAPI

+ Targets
+ HK, JP, TW, US, KR
+ Media, Military, Dissidents, Telecommunication,

Think tank, IT, Political Party, Heavy Industry,
Education & Research Institutions

+ Aliases
+ PLEAD, BlackTech, £&X %, Palmerworm

+ Description

+ The HUAPI actors have focused on Taiwan,
including entities affiliated with Taiwan in other

countries, for the first ten years.

+ However, they have started to exgand their
scopeto include Japan since 2017.

+ These actors have the ability to create custom
packers to avoid antivirus detection.

EAMITS




CloudDragon & TEAM

Targets
JP, US, KR

Aliases
Kimsuky, Thallium

Description

Two groups were created, named CloudDragon

and KimDragon, as we observed different TTP in
the recent years.

Main target is South Korea.

Recently began to attack United States and
Japan as well.

M2Vs




Andariel & TEAM

Targets
DE, IN, JP, KR

Description
Andariel is a state-sponsored North Korean APT
which has been active since at least 2013.

According to U.S. Army report, the group is under W a0y
North Korea’s Cyber Warfare Guidance Unit
(commonly known as Bureau 121).

Andariel has sniped at critical infrastructure in AN DA Ri E L

Asian countries with its propriety malwares. '2
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