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What is NAS {34 TEAMTS

+ NAS: Network Attached Storage (#3858 %1213 IR 23)

+ NAS devices are widely deployed in the wild for the following purposes:
+ Data storages and backup
+ File sharing on internet
+ Easy remote access and control, even on dynamic IP or behind NAT
+ Surveillance
+ Multi-media or photo center



NAS Popularity

Google

site:"synology.me" X § Q

Q Al [EImages [ News & Shopping  Maps i More Tools

About 7,900,000 results (0.25 seconds)

Tip: Search for English results only. You can specify your search language in Preferences
Google promotion

Try Google Search Console

www.google.com/webmasters/
Do you own "synology.me"? Get indexing and ranking data from Google.
https://legros.synology.me @

Hanagarments Factory - Hanagarments

We are a manufacturer of women fashion garments since 2011. We are a family business that
thrives to deliver quality apparels for the high street.

http://a233454 .synology.me - Translate this page
SDHEHFLE - 2N (ZHIZE 28529 37

SHEAHFUE] - 2N (ZHZE 259 57

http://nkwindsacademy.synology.me - Translate this page @
FEE%ETHong Kong Winds Academy - Home | Facebook
FEE2E[ZHong Kong Winds Academy ; /1&&Silver 8. $. -. Electronics. Closed now. 2,343

Q5 L = 2
GO gle site:"myqnapcloud.com” X !, Q
Q Al [ Images B News ¢ Shopping @ Maps i More Tools

About 70,900 results (0.21 seconds)

Google promotion

Try Google Search Console

www.google.com/webmasters/
Do you own "mygnapcloud.com™? Get indexing and ranking data from Google.
https://frsl.mygnapcloud.com - Translate this page @

Adriana Romero Tango Argentino en Bilbao con...

Clases de Tango Argentino en Bilbao con Adriana Romero. Cursos grupales y clases
particulares en Bilbao y Bizkaia. Milonga social.

https://otmani.mygnapcloud.com - Translate this page @

EL OTMANI FITNESS - La meilleure salle de sport (fithess ...

Bienvenue sur le site El Otmani Fitness. Un club de fithess basée a EL JADIDA. Ses spécialités
sont la musculation, I'aérobic, la danse, le yoga, le crossfit, ...

https://solinfor.mygnapcloud.com - Translate this page @

GEST TRAZA

Gestion Integral Empresa,Control de Trazabilidas,Control Series y Lotes.



NAS Opened to WAN

Synology NAS
+ ~3,000,000+ devices

QNAP
+ ~10,000+ devices (harder to estimate)



U.S. Consumer Network Attached Storage Market BEe= Vs
size, by end-use, 2015 - 2025 (USD Million) GRAND VIEW RESEARCH

14.3%

$856.1M U.S. Market CAGR,
$744.9M I I I 2020 - 2025

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

@® Business Home

(Grand View Research, Inc., n.d.)



QNAP alerts NAS customers of new DeadBolt ransomware attacks

a
Checkmate ransomware hits
QNAP NAS devices

By Sergiu Gatlan

Attacks
related to
NAS Devices

Hackers Exploit QNAP Vulnerabilities to
Turn NAS Devices Into Crypto Miners

2021

By Nathaniel Mott published March 10, 2

NAS-ty business
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Security advisories
related to NAS devices
in the last 12 months

QNAP Medium~Critical
37 advisories

Targeted by DeadBolt, eChOraix,
Checkmate, Qlocker, and various other
malware like miners and botnets

(QNAP Systems Inc, n.d.)

QNAP warns of new Checkmate ransomware targeting NAS devices

By Sergiu Gatlan

(Gatlan, 2022) July 7,2022 11:47 AM 2

=d storage (NAS) vendor QNAP warned customers to secure their devices against attacks
ransomware to encrypt data.

s are focused on Internet-exposed QNAP devices with the SMB service enabled and
words that can easily be cracked in brute-force attacks.

1s Checkmate has recently been brought to our attention," the NAS maker
“shed Thursday.

that Checkmate attacks via SMB services exposed to the internet,
'~ accounts with weak passwords."

-e strain, first deployed in attacks around May 28, that
and drops a ransom note named



Security advisories
related to NAS
devices in the last 12
months

Synology
Moderate~Critical

18 advisories

Targeted by Netatalk
and various
ransomware

(Synology Inc., n.d.)

(Gatlan, 2021)

vulnerability

By Sergiu Gatlan August 26, 2021 03:42 PM 3

Taiwan-based NAS maker Synology has revealed that recently disclosed remote code execution (RCE)
and denial-of-service (DoS) OpenSSL vulnerabilities impact some of its products.

"Multiple vulnerabilities allow remote attackers to conduct denial-of-service attack or execute arbitrary
code via a susceptible version of Synology DiskStation [WEES: (DSM), Synology Router
(SRM), VPN Plus Server or VPN Server," the company explains in a security advisory published earlier
today.

The comnlete list of devices affected bv the securitv flaws tracked as CVE-2021-2711 and CVE-2021-2712




SN Generation i%8 TEAMTS
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0 Detecting compromised NAS devices
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Anomaly NAS — Multiple NAS on the
same |IP address
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Anomaly NAS - VPS
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Experiment & Detection

Experiment data sets: subdomains collected in the wild [1]

+ Synology.me: 10,648
+ mygnapcloud.com: 4,959

Checking for the following indicator patterns to detect peculiarities

1. NAS devices hosting on VPS
2. NAS devices traveling across different countries

3. Multi NAS DDNS resolved to the same IP addresses

[1] https://www.abuseipdb.com/ Q%>



= 13
Hed TEAMTS
Wl v s x 0 2 2

HIGHLY
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NAS with
overlapping
resolutions



Highly Suspicious NAS #1 & TEAMTS
WOR Lz 2

Online about 2 days for each
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China Unicom xTom DMIT Cloud China Unicom China Unicom Microsoft China Unicom China Unicom
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Hong Kong

Cloudflare
2021-07

Hong Kong

Amazon
2021-10

Singapore
Linode
2021-12

Highly Suspicious NAS #2 PO TEAMTS

Online about 1~2 day(s) for each g

Hong Kong Taiwan

PCCW-IMS
2021-12

CHT
2022-04

7 8 9 10
China China Hong Kong China Hong Kong
China Telecom China Telecom PCCW-IMS China Telecom Microsoft
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Highly Suspicious NAS #3

Online about days to weeks for each

China USA

China Telecom DMIT Cloud
2021-01 2021-03

USA

IT7 Networks
2022-04

Singapore
DigitalOcean
2022-05

USA

IT7 Networks
2022-07
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Case Study 1

SLIME4O (a.k.a FamousSparrow, GhostEmperor)
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A Possible Scenario




Case study 2

AMOEBA (APT4

1)
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Case study 3 4

Goushe (a.k.a. TroppicTropper, Keyboy)
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Case study 3 (cont.

60.249.25.55
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Conclusion be | EAMTS

Traditional (obvious) threats to NAS devices:
+ Ransomware
+ Crypto miners

3 indicators to detect NAS peculiarities are proposed and tested

+ It's hard to verify if they are really used in targeted attacks but looks very
SUspIcious



Conclusion (cont.) G TEAMTS

How APT actors abuse compromised NAS:
« Infiltrating through your internet facing NAS devices

+ Traffic relay hops for malware traffic — DDNS + Dynamic IP address (port
forwarding is required on NAS devices)

+ Building botnets for their intrusion activities

Some compromised NAS devices were observed to influence public opinions
(Wikipedia, PTTs), but we are uncertain whether these activities are conducted

by APT actors or not.
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Questions?
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