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What is NAS

◆ NAS: Network Attached Storage (網路儲存伺服器)

◆ NAS devices are widely deployed in the wild for the following purposes:

◆ Data storages and backup

◆ File sharing on internet

◆ Easy remote access and control, even on dynamic IP or behind NAT

◆ Surveillance 

◆ Multi-media or photo center



NAS Popularity



NAS Opened to WAN

Synology NAS

◆ ~3,000,000+ devices

QNAP

◆ ~10,000+ devices (harder to estimate)



(Grand View Research, Inc., n.d.)



Attacks 
related to 
NAS Devices



Security advisories 
related to NAS devices 
in the last 12 months

• QNAP Medium~Critical

• 37 advisories

• Targeted by DeadBolt, eCh0raix, 
Checkmate, Qlocker, and various other 
malware like miners and botnets

(QNAP Systems Inc, n.d.)

(Gatlan, 2022)



Security advisories 
related to NAS 
devices in the last 12 
months

• Synology 
Moderate~Critical

• 18 advisories

• Targeted by Netatalk 
and various 
ransomware

(Gatlan, 2021)

(Synology Inc., n.d.)



SN Generation
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Anomaly NAS – Traveling Devices



Anomaly NAS – Multiple NAS on the 
same IP address



Anomaly NAS – VPS
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Experiment & Detection

Experiment data sets: subdomains collected in the wild [1]

◆ Synology.me: 10,648

◆ myqnapcloud.com: 4,959

Checking for the following indicator patterns to detect peculiarities

1. NAS devices hosting on VPS

2. NAS devices traveling across different countries

3. Multi NAS DDNS resolved to the same IP addresses

[1] https://www.abuseipdb.com/
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Case Study 1
SLIME40 (a.k.a FamousSparrow, GhostEmperor)



A Possible Scenario



Case study 2
AMOEBA (APT41)

SLIME40



Case study 3
Goushe (a.k.a. TroppicTropper, Keyboy)

◆ 4 Source IP accessing TEBShell
◆ Pivoting to 17 NAS DDNS domains
◆ Resolving to 293 IP addresses
◆ Across 11 countries



Case study 3 (cont.)
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Conclusion

Traditional (obvious) threats to NAS devices:

◆ Ransomware

◆ Crypto miners

3 indicators to detect NAS peculiarities are proposed and tested

◆ It’s hard to verify if they are really used in targeted attacks but looks very 
suspicious



Conclusion (cont.)

How APT actors abuse compromised NAS:

◆ Infiltrating through your internet facing NAS devices

◆ Traffic relay hops for malware traffic – DDNS + Dynamic IP address (port 
forwarding is required on NAS devices)

◆ Building botnets for their intrusion activities

◆

Some compromised NAS devices were observed to influence public opinions 
(Wikipedia, PTTs), but we are uncertain whether these activities are conducted 
by APT actors or not.





Questions?
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