
一探威脅情資

Still Hsu

威脅情資到底在幹嘛的？研究人員的一天？
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惡意程式？不就只是首頁綁架或勒索軟體那種？



情資威脅是啥？



APT?????



了解威脅情資

Threat Intelligence



Threat Intelligence

「知彼知己者，百戰不殆。」

《孫子．謀攻》



定義

了解敵人

• 打你的人到底

是何方神聖？

(CrowdStrike, 2021)
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定義

了解敵人

• 打你的人到底是何方神聖？

了解動機跟方式 (TTPs)

• 為了什麼？

• 怎麼打的？

• 戰略 (Tactics)

• 方式 (Techniques)

• 步驟 (Procedures)

幫助降低風險並提升效率

(CrowdStrike, 2021)



「調查局首度揭露國內政府委外廠商成資安破口的現況，近期至少10個公
家單位與4家資訊服務供應商遇害」- (iThome, 2020)



「第3隻資料刪除程式Issac Wiper攻擊烏克蘭」- (iThome, 2022)



敵人種類？

Threat Intelligence



敵人種類

Adversaries

Cybercrimina

ls

Cyber-

espionage 

agents

◆ 犯罪集團 (Cybercriminals)

◆ 主要以謀利為主

◆ 如使用info stealer, ransomware 等等

◆ 間諜組織

◆ 主要以竊取資訊為主

◆ 竊取重要開發資料、設計藍圖、造成經濟
損傷等等



(Stone, n.d.)



(Bestuzhev et al., 2021)



辨認攻擊者

Threat Intelligence



Adversary Analysis

◆ 攻擊者/組織



Adversary Analysis

◆ 攻擊者/組織
◆ 語言



韓文 PDB 路徑 -> 母語是韓文? -> 北韓或南韓人士？



Adversary Analysis

◆ 攻擊者/組織
◆ 語言

◆ 工具



常見 Gh0st 字串 -> 中國開發 -> 中國人?



Adversary Analysis

◆ 攻擊者/組織
◆ 語言

◆ 工具

◆ 設施



IP 服務商 -> 安暢 -> 中國 APT 慣用



後門連上 www.wildrush[.]co.kr/bbs/data/image/work/webproxy.php

-> 看似正常的網站及持久WHOIS record -> 推斷 compromised -> 北韓族群



Adversary Analysis

◆ 攻擊者/組織
◆ 語言

◆ 工具

◆ 設施

◆ 手法



Capability Analysis

EMAIL

WATERHOLE
USB

FAKE DOCS

MARCO

LNK

YARA

METADATA

RE

MalwareExploitDelivery



Lazarus 慣用巨集文件及明確釣魚主題進行初步攻擊



Polaris/Mustang Panda 一度喜歡用 Flash 當釣魚

(Roccia, T., Seret, T., Fokker J., 2021)



印度 Donot 組織慣用 CVE-2017-11882



Adversary Analysis

◆ 攻擊者/組織
◆ 語言

◆ 工具

◆ 設施

◆ 手法

◆ 企圖、為何而打？

◆ 有沒有可能聯手？
◆ 分享的工具

◆ 分享的C2



辨認受害者

Threat Intelligence



Identifying victims

• 語言 (Language) / 地區 (Region) 
• 誘餌文件 Decoy document

• Email

• 所屬業界 (Industry) 
• 誘餌文件 Decoy document

• 目標 (Targeted data)
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Lockheed Martin -> 美國國防/飛航產業



Lockheed Martin -> 美國國防/飛航產業 -> 求職者或公司本身?
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Identifying victims

• 語言 (Language) / 地區 (Region) 
• 誘餌文件 Decoy document

• Email

• 所屬業界 (Industry) 
• 誘餌文件 Decoy document

• 目標 (Targeted data)



韓文Email



韓文Email + 收件者為某報導產業 -> 韓國媒體





目的

整理成研究員可用的資訊

• 分析惡意程式

• 撰寫威脅狩獵相關資料

整理成分析師的資訊

• TTPs

• IoCs

分析師整理成報告

• Campaign tracking

• Wires

持續追蹤新的威脅/樣本

• Yara

• EDR detection



所以每天的行程

檢查有沒有值

得看得新樣本

沒有 撿之前的樣本

有 來看樣本

樣本 寫報告
撰寫相關文件

(Yara, etc.)

Rinse and 

repeat



熱誠



知名網路間諜組織

Threat Intelligence



GouShe

◆ Targets
◆ IN, TW, PH, TH, VN

◆ Media, Education, Government, IT

◆ Aliases
◆ Tropic Trooper, Pirate Panda, APT23, KeyBoy

◆ Description
◆ GouShe first drew the world’s attention with the 

name Keyboy in 2013, but it became more widely 
known as Tropic trooper in 2015.

◆ The group shows great interest in countries like 
Taiwan, Vietnam, Philippines, and Australia.

◆ GouShe’s actors have long been targeting 
government and military units.



GuDiao

◆ Targets
◆ HK, MY, PH, VN

◆ Dissident, Military, Government

◆ Description
◆ Related to other Chinese APT groups

◆ The group mainly aims at governments and 
military units in Southeast Asia, such as Vietnam 
and Malaysia.

◆ In recent years, it has developed its own 
malwares and adopted the RoyalRoad exploit, 
which is popular among Chinese APT groups.



Polaris
◆ Targets

◆ JP, MN, MM, PH, TH, KR, VN
◆ Dissident, Government, Media, 

Telecommunications

◆ Aliases
◆ Mustang Panda, HoneyMyte

◆ Description
◆ The Polaris group has long been a threat to Asian 

countries, using spear-phishing email to lure 
their victims. 

◆ The group was found attacking government 
departments, media, and journalism-related 
industries. The group shares common features 
with other APT groups.



HUAPI
◆ Targets

◆ HK, JP, TW, US, KR
◆ Media, Military, Dissidents, Telecommunication, 

Think tank, IT, Political Party, Heavy Industry, 
Education & Research Institutions

◆ Aliases
◆ PLEAD, BlackTech, 黑凤梨, Palmerworm

◆ Description
◆ The HUAPI actors have focused on Taiwan, 

including entities affiliated with Taiwan in other 
countries, for the first ten years.

◆ However, they have started to expand their 
scope to include Japan since 2017. 

◆ These actors have the ability to create custom 
packers to avoid antivirus detection.



CloudDragon

◆ Targets
◆ JP, US, KR

◆ Aliases
◆ Kimsuky, Thallium

◆ Description
◆ Two groups were created, named CloudDragon

and KimDragon, as we observed different TTP in 
the recent years. 

◆ Main target is South Korea. 

◆ Recently began to attack United States and 
Japan as well.



Andariel

◆ Targets
◆ DE, IN, JP, KR

◆ Description
◆ Andariel is a state-sponsored North Korean APT 

which has been active since at least 2013. 

◆ According to U.S. Army report, the group is under 
North Korea’s Cyber Warfare Guidance Unit 
(commonly known as Bureau 121).

◆ Andariel has sniped at critical infrastructure in 
Asian countries with its propriety malwares.



THANK YOU!

@AzakaSekai_

still@teamt5.org


